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Mulvenon’s Rules

1. Do not take these rules in electronic or paper form into China!

2. Like the U.S. Government, we have a one China policy. These rules apply for China, Taiwan, and Hong Kong.

3. Unless it is not possible, do not travel to China for research on a tourist visa. Not only is it unethical, but it raises too many questions, especially if the PRC government is going to begin interviewing people applying for visas. We have many friends in Beijing and Shanghai who are perfectly happy to issue us official invitation letters in exchange for a meeting or seminar.

4. Before you leave, scrub your briefcase for any sensitive materials, and leave them all at home. In particular, make sure that you do not take phone lists or emails from USG personnel.

5. Do not take ANY of your company or personal electronics into China, including computers, cell phones, tablets, e-book readers, or iPods. If you need a computer or phone, a clean one will be issued to you for the purposes of the trip, and then forensically examined when you return.

6. It is OK to go into bookstores and try to buy junnei and neibu material, but just use common sense. If plainclothes are sniffing around or you appear to be getting too much attention, don’t risk it. If you obtain sensitive materials, mail them back to the office via DHL before you eat dinner that night. Do not carry any junnei or neibu materials through PRC Customs.

7. When in doubt, be conservative and the do the smart, careful thing. There is no piece of data worth getting arrested for. Always remember that you do not have a black passport, and are therefore vulnerable to anything the Chinese want to do. China is not a nation of laws, but a dictatorship that bends and re-writes the rules to suit its whim. If you are picked up, you have no “rights.” We can always vector a collector with a black passport to get the data later.

8. Do not act like a spy.

a. Never conduct surveillance detection routes or try to ditch any surveillance teams that happen to be following you. People who have tried this in the past were treated badly by the Chinese. If you detect the surveillance, then chances are they want you to know that you are being followed. Go shopping. Go sightseeing. Bore them to death. Do not visit with Chinese friends or interlocutors until you are reasonably sure that you are clean, because you will only make trouble for them.

b. Do not trespass on military and other guarded facilities. There is no reasonable excuse for why you would be there.

9. Disclosure:

a. If asked by a Chinese about the sponsor of a given research project, first attempt to bore them to death with a dissertation on the history, structure, and wide-ranging research interests of our organization.

b. If they ask again, tell them that we do work for a variety of governmental and non-governmental sponsors, including foreign companies, foundations, and the like.

c. If they ask a third time, politely tell them that the information is proprietary, and you unfortunately cannot tell them. If they refuse to cooperate with you after this answer, then they were probably not going to tell you anything anyway.

d. If you are asked by a non-Chinese about the sponsorship of a given project, then gauge your answer by your level of trust with the individual. In no cases, however, should you provide any more specificity than the “U.S. government” or “Pentagon.” See number 11.

10. Unless the project requires it, stay as far away from any U.S. government facility in country, including embassies and consulates. The level of surveillance around these facilities and personnel is always high, and you may be added to the surveillance as a result.

a. In particular, stay far away from the Defense Attache Office (DAO) since these facilities and personnel are under even more intense surveillance.

b. Unless it is an absolute emergency that requires their specific assistance (and even then try to come up with a backup), never, ever try to contact any Agency personnel in China. If you meet with personnel under State cover, stay on substance and do not reference anything about their home organization. You are protecting them as much as us.

c. If you need to meet with any USG personnel, try to meet with them in neutral locations after hours.

d. Do not discuss any classified information with USG personnel unless you are in the “bubble” or a designated SCIF. 

11. Never speak the three-letter acronym of the IC agencies aloud in China. Even though it may increase your stature among Chinese or American interlocutors, it will bring nothing but trouble.

12. Do not discuss any tradecraft or project issues on open domestic or international telephone lines or insecure email, especially the acquisition of no-no materials or interesting interviews with locals. Always act as if you are on a “party line.”

13. If you are married, only bad things can come from intimate fraternization with the locals. If you are not married, think twice before engaging in intimate fraternization with the locals. Photographs and videos of the event could not only prove embarrassing later, but could screw up your clearance and your career, not to mention the health repercussions. Intimate fraternization with other expats is your own moral choice. 

14. What happens in the field, stays in the field.
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